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Learning Objectives

Our goal is that when you leave this 
course, you will be able to:
 
• Understand the internal control 

process

• Assess gaps in your organization’s 
internal control system 

• Implement controls via policy & 
procedures



What is Internal Control?

Business

Operations

• Ensure effective and efficient business 
operations and the safeguarding of assets

Financial 
Reporting

• Ensure the accuracy of financial 
information and reports

Legal 
Compliance

• Ensure compliance with applicable laws and 
regulations

A business practice, policy, or procedure that, when effectively 
implemented, adds value and minimizes risk.

Internal control is a process 
effected by the governing board 
and management that provides 
reasonable assurance that the 
objectives of an entity will be 
achieved. 



Why are internal 
controls necessary?

• Communication  

• Consistency & standardization

• Accurate financial records

• Compliance with governing law

• Risk mitigation
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Governing Board 
Meetings

Budget and 
Accounting

Departmental 
Operations

Accounts 

Receivable 

Grants Management Accounts Payable

HR Operations Payroll

Internal controls exist 
at all levels of the 
organization & for 
each transactional 
process & activity



Are Internal 
Controls 

Required by 
Law?

“The Local Government Commission 
has the authority to issue rules and 
regulations having the force of law 
governing procedures for the receipt, 
deposit, investment, transfer, and 
disbursement of money…and may 
inquire into and investigate the internal 
control procedures of a local 
government…and may require any 
modifications in internal control 
procedures…” G.S. 159-25(c)



Two Frameworks 
of Internal Control

COSO Internal Control-
Integrated Framework

GAO Standards for Internal 
Control in the Federal 
Government “Green Book”



Implementing a System of Internal Control



5 Components & 17 Principles



#1: Control 
Environment

“Tone at the Top”



Control Environment

➢Oversight body is by default the governing board

➢Management includes upper-level management

➢Finance officer

➢Manager

➢Department heads

➢Attorney

➢Mayor

➢Administrator



Who is Responsible for Internal 
Control? 

Governing board and management demonstrate a 
commitment to integrity and ethical values

Governing board exercises oversight responsibility for 
the internal control system

Management establishes structure, responsibility, and 
authority for the internal control process

Management demonstrates a commitment to 
competence to hiring and retaining talent

Management enforces accountability for individuals 
performing their internal control responsibilities

The governing board and 
management must…

“Tone at the Top”



Management Responsibilities 

• Develop internal control processes

• Establish reporting lines

• Recruit competent employees and provide training

• Make succession and contingency plans

• Hold personnel accountable for performance and conduct

• Ensure internal control responsibilities are performed

• Use performance appraisals and disciplinary actions
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Signs of a Weak Control Environment

• Ethical standards not properly 
established or communicated 

• Limited interaction between the 
governing board and senior staff

• Lack of updated policies and 
procedures (or no enforcement)

• Untrained staff 

• Unresolved audit findings

• The importance of internal control is 
not communicated



#2: Risk 
Assessment

The possibility that an event will 

occur and adversely affect the 

achievement of objectives. 



Risk Assessment
RISK = internal & external events that threaten the accomplishment of objectives

• Efficient operations

• Reliable reporting

• Legal compliance

Identify 
Objectives

Document
Determine 
response

Assess the 
severity of 
harm if the 
risk occurs

Identify 
risks



Identify objectives and 
risks for each
department, financial 
process, and major 
program



Assess Identified Risks 

• Likelihood. Rate the possibility that 
the risk may occur.

• Impact. Rate the severity of the risk 
should it occur.



Prioritize Risks



#3: Control Activities

The policies, procedures, and techniques 
implemented to help prevent identified risks 
from occurring or detecting them if they do.



Control Activities

Types of controls:

• Preventative

• Detective

❑ Segregation of Duties

❑ Policies and Procedures

❑ Authorizations/Approvals

❑ Documentation

❑ Physical Controls

❑ IT Controls

❑Staff Training

❑ Reconciliation

Control Activity “Toolkit”



Policies & Procedures:
What’s the Difference?

• Policies: broad guidelines for the entire 

lifecycle of activities 

• Procedures: practical, step-by-step 

processes that employees must follow to 

execute the principles outlined in 

procurement policies
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Does your unit have strong, updated 
policies and procedures?

• Accounting and financial reporting

• Fund balance

• Cash management

• Preaudit and disbursement

• Accounts receivable

• Accounts payable

Establish policies and procedures for financial operations
 and significant transaction cycles 

• HR/Payroll

• Code of Conduct

• Capital 

• Procurement

• Investments



SOG Finance Resources
NCFinanceConnect.com



2. Segregate Incompatible Duties

Authorization

Custody

Record-Keeping

Approval/Reconciliation 

Separate responsibilities to ensure that no single 
person has control of a transactional process



Which of Lynn’s duties are incompatible?



Compensating 
Controls for Small Units

• Board member spot-checks 

transactions and reviews  

supporting documents

• Board member to review 

account reconciliations

• Rotate duties!



Which of the following is an example of a 
compensating control?
a. The employee’s supervisor 
approved a time sheet of hours 
worked.

b. The clerk prepares a check and 
the manager and finance officer 
sign it.

c. A board member reconciles 
bank statements with the general 
ledger each month.
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Authorization & Management Review

Authorization is the process of granting 
formal approval to perform a specific 
function. Management determines which 
activities require approval. 

-Approval of access to accounting 
systems

-Approval of purchases



Documentation & 
Record Retention

• Establish documentation 
and record-keeping 
system to ensure that 
accounting records and 
supporting 
documentation is retained 
for the time required by 
law.

• Use standard forms, 
templates, and contracts



Physical & IT Controls

• Restrict access to  cash, inventory, and 

buildings

• Install necessary firewalls

• Terminate system access after an 

employee leaves

• Require passwords to be changed 

periodically



#4: Information and 
Communication

All staff must understand their internal 
control responsibilities



Information & Communication
For internal controls to be effective, information must flow up, down, 
and across the organization

Communication explains:

Policies and procedures

Specific goals and objectives

Importance of Internal Controls 

Expectations for behaviors 

Channels of communication

Communication must be:

Appropriate

Accurate

Timely

Accessible



#5: Monitoring

The review of a unit’s internal control 
activities



#5 Monitoring

• The agency selects, develops, and 

performs ongoing evaluations to 

ascertain whether internal 

controls are present and 

functioning.

• Employees communicate internal 

control deficiencies promptly to 

parties responsible for taking 

corrective action
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Implementing a System of Internal Control



Exercise #3

• Control Environment

• Risk Assessment

• Control Activities

• Information and communication

• Monitoring
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Which internal control component is 
most important?


	Slide 1: The Internal Control Process
	Slide 2
	Slide 3: Learning Objectives
	Slide 4: What is Internal Control?
	Slide 5: Why are internal controls necessary?
	Slide 6: Internal controls exist at all levels of the organization & for each transactional process & activity     
	Slide 7: Are Internal Controls Required by Law?     
	Slide 8
	Slide 9
	Slide 10
	Slide 11: #1: Control Environment
	Slide 12:  Control Environment 
	Slide 13: Who is Responsible for Internal Control? 
	Slide 14: Management Responsibilities 
	Slide 16: Signs of a Weak Control Environment 
	Slide 18: #2: Risk Assessment
	Slide 19: Risk Assessment
	Slide 20: Identify objectives and risks for each department, financial process, and major program
	Slide 21: Assess Identified Risks   
	Slide 23
	Slide 24: #3: Control Activities
	Slide 25: Control Activities
	Slide 26: Policies & Procedures: What’s the Difference?
	Slide 27: Does your unit have strong, updated policies and procedures?
	Slide 28
	Slide 29: 2. Segregate Incompatible Duties
	Slide 30
	Slide 31: Compensating  Controls for Small Units
	Slide 32: Which of the following is an example of a compensating control?
	Slide 34: Authorization & Management Review
	Slide 35: Documentation & Record Retention
	Slide 36: Physical & IT Controls
	Slide 37: #4: Information and Communication
	Slide 38: Information & Communication
	Slide 39: #5: Monitoring
	Slide 40: #5 Monitoring
	Slide 41
	Slide 42: Exercise #3 

